
 
IT SYSTEMS SPECIALIST II 

10527 

Salary: $64,152 - $107,824.80 

 

GENERAL INFORMATION 
This is a non-merit (at will) position and the employee will be exempt from merit 
system rules and regulations relating to appointment, tenure, and appeal.  Non-
merit employees are, however, entitled to retirement and all other fringe benefits 
available to merit system employees. 

POSITION SUMMARY 
The IT Systems Specialist provides hands-on support for the Alabama Appellate 
Court System’s network, server, cloud, audiovisual, and end-user technology 
environments. This position helps maintain the secure and reliable technology 
required for court operations and works closely with technical staff, court personnel, 
vendors, and other external organizations. 

WORK SETTING 
This is an on-site position based at the Heflin-Torbert Judicial Building in 
Montgomery, Alabama. Work at other locations may occasionally be required for 
special projects. The position reports to the Appellate IT Director and works under 
the general direction of the Chief Information Officer. 

JOB DUTIES 
The IT Systems Specialist performs responsible technical and administrative work 
that may include, but is not limited to, the following: 

1. Administer and maintain servers, computer networks, VPNs, routers, 
switches, and related physical and virtual infrastructure. 

2. Install, configure, monitor, and troubleshoot network and systems equipment 
and software. 

3. Monitor system availability, security, and performance and recommend 
improvements when appropriate. 

4. Diagnose, resolve, document, and communicate network, system, and other 
technical issues to the IT team and leadership. 

5. Implement, maintain, and test backup, disaster-recovery, and system-
restoration procedures. 



6. Maintain current knowledge of cybersecurity, networking, server, and cloud-
computing best practices and apply those practices to protect judicial systems 
and data. 

7. Set up, operate, monitor, and troubleshoot audiovisual equipment, including 
projectors, cameras, microphones, recording equipment, sound systems, and 
related components. 

8. Operate, maintain, and program advanced audio, video, recording, and 
lighting-production equipment. 

9. Perform scheduled preventive maintenance and firmware and software 
upgrades on audiovisual systems. 

10. Maintain audiovisual production systems and an appropriate inventory of 
replacement and backup components. 

11. Provide responsive customer support for general computer, audiovisual, and 
other IT-related requests and issues. 

12. Maintain accurate technical documentation, equipment records, and 
inventory information. 

13. Coordinate with vendors and outside organizations when technical support or 
project assistance is required. 

14. Perform other related duties as assigned by the Appellate IT Director. 

KNOWLEDGE, SKILLS, AND ABILITIES  
• Ability to manage multiple projects, assignments, and competing priorities. 
• Working knowledge of computer networking, servers, cloud computing, 

cybersecurity, and data-protection practices. 
• Strong analytical, diagnostic, and problem-solving skills. 
• Ability to communicate technical information clearly to both technical and 

nontechnical audiences. 
• Ability to work cooperatively with coworkers, court personnel, vendors, and 

outside organizations. 
• Strong organizational and time-management skills. 
• Ability to provide professional, courteous, and responsive customer service. 
• Ability to work independently while contributing effectively as a member of a 

team. 
• Ability to learn new technologies and adapt to changing operational 

requirements. 
• Ability to manage and protect confidential and sensitive judicial information. 
• Ability to demonstrate integrity, professionalism, discretion, and sound 

judgment. 

MINIMUM QUALIFICATIONS 
Education and Experience: 

• Bachelor’s degree in computer science, information technology, cybersecurity, 
or a related field and at least three years of relevant experience in network or 
systems administration. 

• An equivalent combination of education, professional certifications, technical 
training, and progressively responsible experience may be considered. 



Required Skills: 
• Demonstrated knowledge of computer networking, server technologies, cloud 

computing, and cybersecurity practices. 
• Experience diagnosing and resolving complex technical problems. 
• Strong written and verbal communication skills, including the ability to 

explain technical concepts to nontechnical individuals. 
• Demonstrated integrity, professionalism, and ability to maintain 

confidentiality when handling sensitive judicial information. 

PREFERRED QUALIFICATIONS 
• Experience administering Microsoft Azure, Microsoft 365, Microsoft Entra 

ID, Windows Server, or other Microsoft enterprise technologies. 
• Experience supporting audiovisual, recording, streaming, or production 

systems. 
• Experience supporting technology in a government, legal, judicial, or 

similarly security-sensitive environment. 
• Relevant professional certifications, such as Microsoft Certified: Azure 

Administrator Associate, Cisco CCNA, CompTIA Network+, CompTIA 
Security+, AVIXA Certified Technology Specialist, or equivalent credentials. 

HOW TO APPLY 
Qualified individuals should submit a letter of interest and resume with references 
via e-mail to SupremeCourtHR@alappeals.gov.  Selected applicants will be 
scheduled for interviews.  Applications will be accepted until position is filled. 
ADDITIONAL INFORMATION 
This position requires a background check. Candidates may be asked to provide 
references. 

 

THE ALABAMA UNIFIED JUDICIAL SYSTEM IS AN EQUAL 
OPPORTUNITY EMPLOYER 
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