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On July 23, 2026, the Alabama Appellate Courts were notified of a data security 
incident involving the systems of a third-party vendor, West Publishing Corporation dba 
Thomson Reuters Court Management Solutions (West Publishing), used by the Alabama 
Appellate Courts to support certain court operations and technology services. West 
Publishing informed the Alabama Appellate Courts that the security incident at West 
Publishing may have involved information related to the appellate courts. 

West Publishing advised that the security incident occurred only within its own 
systems. The Alabama Appellate Courts have independently confirmed that there is no 
indication that the appellate courts’ systems were compromised or accessed during the 
incident. Court systems around the state have continued to operate without incident.    

Upon learning of the incident, the Alabama Appellate Courts took immediate action 
to confirm that their systems were not affected and remained safe to use.  The Alabama 
Appellate Courts are working closely with West Publishing to understand the nature and 
scope of the information involved and the potential impact to the people whose information 
might have been compromised. 

West Publishing immediately reported the incident to law enforcement, and an 
investigation is ongoing. At this time, the full scope of the security incident is unknown, but 
the vast majority of information in the court records and data maintained by the Alabama 
Appellate Courts is public information.  

This statement is provided to the public in the interest of transparency, and as more 
information becomes available, that information can be accessed here: 
https://www.ctracknotification.com. 

Background 

Like many court systems, the Alabama Appellate Courts contract with West 
Publishing to provide technological solutions to support court services. In Alabama, West 
Publishing provides case management, e-filing, and public access systems known as C-
Track for the Supreme Court, the Court of Criminal Appeals, and the Court of Civil Appeals.  
All court data maintained by the Alabama Appellate Courts is kept in a secure, cloud-based 
system, separate from any of West Publishing’s systems. 

  

https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ctracknotification.com%2F&data=05%7C02%7Cmegan.rhodebeck%40alappeals.gov%7Cb58b93ce512e412ffb3f08df09037f86%7C2164e30714d347f8ac1b3bb7b780bdea%7C0%7C0%7C639239583023484774%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=fPYoHu8xqKRENFq9Jmju10Yqg%2B5l9lZBRSTf%2BkbaN%2Fk%3D&reserved=0


What Happened 

West Publishing initially notified the Alabama Appellate Courts on July 23, 2026, 
that an unauthorized intruder had accessed some part of West Publishing ’s system.  The 
Alabama Appellate Courts were subsequently notified that West Publishing had a copy of 
some Alabama court data maintained in a backup file in West Publishing’s system.  The 
Alabama Appellate Courts did not request West Publishing to store a backup copy of any 
Alabama court data in its systems and were not aware that West Publishing had such data. 

Response from West Publishing 

• West Publishing notified law enforcement, and a criminal investigation remains 
ongoing. 

• West Publishing engaged the services of a vendor specializing in identifying security 
vulnerabilities and immediately followed recommendations from industry experts to 
ensure its systems were secure. 

• West Publishing is investigating the incident, assessing its scope, and assisting in 
determining what information may have been affected. 

• In accordance with Alabama law, West Publishing has committed to notifying any 
individual whose sensitive personally identifiable information was accessed. 

Response from the Alabama Appellate Courts 

• The Alabama Appellate Courts immediately took action to verify that their systems 
are secure and safe to use. 

• The Alabama Appellate Courts are working closely with West Publishing to assist in 
identifying individuals whose sensitive personally identifiable information may have 
been accessed. 

• The Alabama Appellate Courts are closely monitoring West Publishing’s 
investigation and notification commitments to ensure that those who use the 
Alabama Appellate Courts can trust that their information remains secure.  

• The Alabama Appellate Courts are committed to transparency throughout this 
process. 

How To Get More Information 

At the request of the state court systems affected by this incident, West Publishing has 
agreed to set up the following information access points for individuals potentially impacted: 

• A dedicated website to provide up-to-date information to the public. That site can be 
accessed here: https://www.ctracknotification.com. 

• For all Media Relations Inquiries, contact mediarelations@ctracknotification.com. 
• A dedicated Experian call center and credit-monitoring services for potentially 

affected individuals:1-833-918-5294 (please use Engagement Number B171847). 

https://www.ctracknotification.com./
mailto:mediarelations@ctracknotification.com

